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k The ECD needs feedback from our readers to evaluate the quality of our products 
and to inform our priorities. Please would you complete the following ECD feedback 
survey through: https://www.surveymonkey.com/r/FeedbackSDU. This should take 
you no more than 2 minutes to complete. If you have other feedback or additional 
information that you would prefer to provide by email please send this to 
NFIBfeedback@cityoflondon.pnn.police.uk 
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Alert: Phishing Email 
 
The NFIB has been made aware of a phishing attack on a financial institution 
whereby an email containing a JAR file attachment has been sent in order to socially 
engineer bank staff into unpacking the compressed file. The email states that it has 
come from the Office of Foreign Assets Control, part of the Department of the 
Treasury, with the email address violationofofaclist@treasury.gov: 
 
Example: 
“Hello, These four (4) names are included in the ofac list but we have received a 
report of remittance performed to these people from you. We demand more 
explanation on why you should remit funds to these individuals. Check the attached 
file for the full details of the report and transaction details.” 
 
The NFIB has not previously seen a social engineering attack aimed at the due 
diligence processes of financial institutions before and we consider this therefore to 
be a new attack vector. It is believed that the attachment contains malicious 
software.  
 
Our advice to financial institutions is to protect yourself by making staff aware of 
this MO. Please also: 
 

 Do not click or open unfamiliar links in emails or on websites. 

 Check the legitimacy of the email with the company that have supposedly 
sent it – it is a good idea to find a telephone number for them 
independently from the email, as the phone number provided may be fake 
or go straight to the suspect. 

 Ensure you have up-to-date anti-virus software and perform regular scans. 
 

If you have clicked or activated the link you should seek professional advice from a 
reputable company. 

https://www.surveymonkey.com/r/FeedbackSDU
mailto:NFIBfeedback@cityoflondon.pnn.police.uk
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NFIB Disclaimer: While every effort is made to ensure the accuracy of the information or material contained in this 

Alert, it is provided in good faith on the basis that the Commissioner, the City of London Police and its police 

officers and staff accept no responsibility for the veracity or accuracy of the information or material provided and 

accept no liability for any loss, damage, cost or expense of whatever kind arising directly or indirectly from or in 

connection with the use by any person, whomsoever, of any information or material herein. The quality of the 

information and material contained in this document is only as good as the information and materials supplied to 

the City of London Police. Should you or your police force hold information, which corroborates, enhances or 

matches or contradicts or casts doubt upon any content published in this Alert, please contact the City of London 

Police NFIB by return. 

Any use of the information or other material contained in this document by you signifies agreement by you to 

these conditions.  


