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PAYPAL ‘FAMILY AND FRIENDS’ SCAM

Summary
Fraudsters are increasingly exploiting the family and friends personal transaction facility to defraud victims, with

more than £13,000 lost since the start of January 2016.

Victims attempt to purchase a variety of goods online, including high value electronics, clothing or footwear. The
criminals then request the payment through the family and friends payment option on PayPal offering a range of
excuses, such as being unable to receive the funds until 21 days later. After payment, the victim loses contact with
the suspect and later finds that the goods are not delivered. By using this service, the victim is unable to raise a
dispute as it is not protected by buyer protection, meaning that the victim may be unable to retrieve the funds
transferred.

PROTECTION / PREVENTION ADVICE

Crime Prevention Advice
e When paying via PayPal for goods or services, always pay by commercial transactions (goods or services) to

receive buyer protection. Disputes can be raised and the funds claimed back if the goods are undelivered or
services not rendered.

e Only use the ‘family and friends’ payment method to send money to family members or trusted friends. Be
wary of sending money to someone that you do not know.

e Avoid making payments through bank transfer or money transfer services, as the payment may not be
recoverable.

e Report the offence to PayPal to make them aware of the transaction so that the appropriate steps can be
taken.

e If you have been affected by this, or any other scam, report it to Action Fraud by calling 0300 123 2040, or

visiting www.actionfraud.police.uk

FEEDBACK

The NFIB needs feedback from our readers to evaluate the quality of our products and to inform our priorities.
Please would you complete the following NFIB feedback survey through:
https://www.surveymonkey.com/r/FeedbackSDU. This should take you no more than 2 minutes to complete. If you
have other feedback or additional information that you would prefer to provide by email please send to
NFIBfeedback@cityoflondon.pnn.police.uk.
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