NOT PROTECTIVELY MARKED

—)—

National Fraud ) )/ CITY..LONDON

Intelligence Bureau Bonlend PO Ll C E

R R R R R R R R R RS e e e

National Policing Lead For Fraud

HMRC Tax Rebate Scam

April 2016

Copyright © City of London Police 2016

NFIB Disclaimer: While every effort is made to ensure the accuracy of the information or material contained in this alert, it is provided in
good faith on the basis that the Commissioner, the City of London Police and its police officers and staff accept no responsibility for the
veracity or accuracy of the information or material provided and accept no liability for any loss, damage, cost or expense of whatever kind
arising directly or indirectly from or in connection with the use by any person, whomsoever, of any information or material herein. The
quality of the information and material contained in this document is only as good as the information and materials supplied to the City of
London Police. Should you or your police force hold information, which corroborates, enhances or matches or contradicts or casts doubt
upon any content published in this Alert, please contact the City of London Police NFIB by return.

Any use of the information or other material contained in this document by you signifies agreement by you to these conditions.

1|Page



NOT PROTECTIVELY MARKED

HMRC Tax Rebate Scam

Fraudsters are texting members of the public offering a tax rebate. The text message contains a link to a website and
requests personal information, such as bank account details, to claim the non-existent rebate.

Protect Yourself

e Don't click on web links contained in unsolicited texts or emails.

e Never provide your personal information to a third party from an unsolicited communication.

e Obtain the genuine number of the organisation being represented and verify the legitimacy of the
communication.

e HMRC will never use texts or emails or tell you about a potential rebate or ask for personal information.

e If you have provided personal information and you are concerned that your identity may be compromised
consider Cifas Protection Registration.

If you have been affected by this, or any other scam, report it to Action Fraud by calling 0300 123 2040, or visiting
www.actionfraud.police.uk

FEEDBACK

The NFIB needs feedback from our readers to evaluate the quality of our products and to inform our priorities.
Please would you complete the following NFIB feedback survey through:
https://www.surveymonkey.com/r/FeedbackSDU. This should take you no more than 2 minutes to complete. If you
have other feedback or additional information that you would prefer to provide by email please send to
NFIBfeedback@cityoflondon.pnn.police.uk.
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