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POLITICAL 

Anti-Corruption Summit 2016 

On 12 May, the Prime Minister hosted the Anti-Corruption Summit to step up global 

action to expose, punish and drive out corruption in all walks of life. The Summit 

brought together world leaders from countries including Afghanistan, Colombia, 

Nigeria and Norway. 

The UK’s Anti-Corruption Summit commitment can be accessed via the link below. 

It aims to: 

• Expose Corruption 

• Punish the corrupt and support those who have suffered from corruption  

• Drive out the culture of corruption, wherever it exists  

 

Linked articles 

Gov.UK 

Gov.UK - Summit Commitment 
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PM Announces New International Effort To Recover Assets 

of Crime  

David Cameron has announced the creation of the first global forum to increase 

international efforts on asset recovery. The first forum will focus on returning assets 

to Nigeria, Ukraine, Sri Lanka and Tunisia. It will be held in the US next year, co-

hosted with the UK, and will be supported by the UN and the World Bank.  

 

Linked articles 

Wired-Gov 

 

 

New Proposals To Tackle Corporate Fraud 

The Ministry of Justice will consult on plans to extend the scope of the criminal 

offence of corporate bribery and tax evasion to other economic crimes. 

Police and other law enforcement agencies can struggle to prosecute corporations 

for money laundering, false accounting, and fraud under existing common laws. 

The consultation will seek views and evidence to assess whether changes in the 

law could allow the courts to more effectively prosecute corporate economic crime. 

 

Linked articles 

Wired-Gov 

New Corporate Money Laundering Offence To Be Introduced 

David Cameron has announced he will be introducing a new corporate offence for 

executives who fail to prevent fraud or money laundering inside their companies. 

The prime minister has also revealed plans that will require all foreign companies 

buying property in the UK to disclose their true owners in a public register for the 

first time. 

 

Linked articles 

The Guardian 

 

 

https://www.gov.uk/government/topical-events/anti-corruption-summit-london-2016
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/522749/United_Kingdom.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/522749/United_Kingdom.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/522749/United_Kingdom.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/522749/United_Kingdom.pdf
http://www.wired-gov.net/wg/news.nsf/articles/PM+announces+new+plan+at+AntiCorruption+Summit+to+recover+stolen+assets+13052016161021
http://www.wired-gov.net/wg/news.nsf/articles/PM+announces+new+plan+at+AntiCorruption+Summit+to+recover+stolen+assets+13052016161021
http://www.wired-gov.net/wg/news.nsf/articles/PM+announces+new+plan+at+AntiCorruption+Summit+to+recover+stolen+assets+13052016161021
http://www.wired-gov.net/wg/news.nsf/articles/New+plans+to+tackle+corporate+fraud+12052016161502
http://www.wired-gov.net/wg/news.nsf/articles/New+plans+to+tackle+corporate+fraud+12052016161502
http://www.wired-gov.net/wg/news.nsf/articles/New+plans+to+tackle+corporate+fraud+12052016161502
http://www.theguardian.com/politics/2016/may/11/david-cameron-corporate-money-laundering-offence-anti-corruption-summit
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Hotels Targeted by Spear Phishing 

Hotels have been repeatedly targeted over the previous year with point-of-sale 

malware attacks.  

According to ARS Technica UK, the attacks are reported to have become 

increasingly targeted, in some cases "spear-phishing" e-mails and malware have 

been used. This type of spoofing fraud utilises emails that are crafted specifically 

for the target rather than a generic approach.  

 

Linked articles 

ARS Technica UK 

 

 

DDoS Researchers Suffer the Most DDoS Attacks 

NexusGuard's latest Quarterly DDoS Report notes “Q1 has been incredibly 

interesting”, continuing, “companies have increasingly become targets, and 

unexpectedly, the Number One target for DDoS attacks was DDoS researchers 

themselves.” NexusGuard explained this finding stating “criminals don't want to be 

monitored. Furthermore, they do not want to have to work harder to perform their 

scams so they try to institute fear into the good guys.” 

 

Linked articles 

SC Magazine UK 

 

 

72% of Individuals Would Avoid Buying From a Company 

That’s Suffered A Security Breach  

The security vendor FireEye interviewed 1,000 UK consumers and found that 72% 

would probably stop buying from a company in the future if it was revealed that a 

data breach had been partly caused by the boardroom neglecting to invest in cyber 

security. 

 

Linked articles 

Info Security 

 

 

 

Fake DDoS Blackmailers Posing As Lizard Squad 

Unidentified fraudsters are using the reputation of the hacker group Lizard Squad 

to scare website operators into paying ransoms with empty threats about 

distributed denial of service (DDoS) attacks. 

Reports have been made of individuals being targeted with emails purporting to be 

from the Lizard Squad demanding users pay five Bitcoin (Approximately $3,000) to 

avoid a DDoS attack.  

Linked articles 

IT News 

 

 

http://arstechnica.co.uk/security/2016/05/hotels-face-increasingly-targeted-attacks-on-customer-data/
http://www.scmagazineuk.com/ddos-researchers-are-among-most-ddosed/article/494751/
http://www.infosecurity-magazine.com/news/brits-shun-brands-following/
http://www.itnews.com.au/news/fake-ddos-blackmailers-posing-as-lizard-squad-418862


TECHNOLOGICAL 
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Phishing Apps Posing As Popular Payment Services 

Infiltrate Google Play 

PC world has reported that malicious apps are slipping through Google’s review 

process. The malicious apps operate by loading web pages containing false log-in 

forms that look like the target companies’ websites. These web pages are used by 

the fraudster to collect login credentials and other pieces of personal information.  

 

Linked articles 

PC World 

 

 

Ransomware Allows Payment With Amazon Gift Cards 

A new form of ransomware known as TrueCrypter gives victims the option of 

paying their ransom with Amazon gift cards. Unlike Bitcoins (which is the other 

payment method) Amazon Gift Cards are not anonymous and can be tracked by 

Amazon. That threatens TrueCrypter’s author with considerable risk of discovery. 

A glitch has also been identified in the malware in which victims can regain their 

encrypted files by clicking “Pay” without submitting any payment information results 

in files being automatically recovered without them losing any money. 

 

Linked articles 

Graham Cluley 

Ransomware Claims to Donate Money to Charity 

A new strain of ransomware has been identified which promises to donate the 

victim’s ransom to a children’s charity. The malware also offers to provide free 

technical support for three years to help the victim prevent future attacks. 

 

Linked articles 

IB Times 

 

 

Malware Developed that can Hijack a System Without 

Needing To Infect a Computer First 

Security researchers in Germany have created a proof-of-concept malware that 

can hijack PLC systems that are used to automate crucial processes in critical 

infrastructure, such as power plants, without needing to first infect a computer to 

get to those systems. 

 

Linked articles 

IB Times 

http://www.pcworld.com/article/3063474/security/phishing-apps-posing-as-popular-payment-services-infiltrate-google-play.html
https://www.grahamcluley.com/2016/05/truecrypter-ransomware-amazon-gift-cards/
https://www.grahamcluley.com/2016/05/truecrypter-ransomware-amazon-gift-cards/
http://www.ibtimes.co.uk/charity-team-ransomware-promises-donate-earnings-good-causes-protect-you-future-attacks-1558277
http://www.ibtimes.co.uk/plc-malware-that-doesnt-need-pc-infection-vector-could-spell-disastercritical-infrastructure-1559140
http://www.ibtimes.co.uk/plc-malware-that-doesnt-need-pc-infection-vector-could-spell-disastercritical-infrastructure-1559140
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The Pirate Bay Loses Its Main Domain Name 

The Swedish Court ruled Thursday that it will take away the domain names 

'ThePirateBay.se' and 'PirateBay.se' from The Pirate Bay and  hand over them to 

the state. 

The Pirate Bay is one of the most popular file-sharing torrent site predominantly 

used for downloading pirated or copyrighted media and programs free of charge. 

The Pirate Bay’s .SE domain was the world's 225th most popular website 

according to the Alexa ranking. Despite this the website will continue functioning as 

it also operates under numerous other domain name.  

 

Linked articles 

The Hacker News 

 

ORGANISATIONAL 

Two Thirds of Large UK Businesses Hit By Cyber Incident in 

the Past Year 

Britain’s businesses are being urged to better protect themselves against cyber 

criminals after government research found that two thirds of large businesses have 

experienced a cyber breach or attack in the past year. The research also identified:  

• Nearly seven out of ten attacks on all firms involved viruses, spyware or malware. 

• £1.9bn has been invested by the government to protect the UK, but industry must 

also act to help protect itself. 

 

Linked articles 

Wired-Gov 

Swift Report Second Cyber Attack 

Swift, the global financial messaging network that banks use to move billions of 

dollars every day, has acknowledged a second malware attack similar to the one 

that led to February’s $81 million cyber heist at the Bangladesh central bank. 

The second case targeted a commercial bank. It was not immediately clear how 

much money, if any, was stolen in the second attack. 

 

Linked articles 

The Guardian 

 

 

CONSULTATIONS/PUBLICATIONS 

Online Transaction Fraud To More Than Double to $25bn By 

2020 

A study undertaken by Juniper Research has identified that online fraudulent 

transactions are expected to reach $25.6 billion by 2020; up from $10.7 billion last 

year. This means that by the end of the decade, $4 in every $1,000 of online 

payments will be fraudulent.  

The new study identified 3 ‘hot’ areas for online fraud: 

• eRetail (65% of fraud by value in 2020 – $16.6 billion) 

• Banking (27% – $6.9 billion) 

• Airline ticketing (6% – $1.5 billion) 

 

Linked articles 

Juniper Research 

 

 

http://thehackernews.com/2016/05/pirate-bay-torrent-website.html
http://www.wired-gov.net/wg/news.nsf/articles/Two+thirds+of+large+UK+businesses+hit+by+cyber+breach+or+attack+in+past+year+09052016122017
http://www.wired-gov.net/wg/news.nsf/articles/Two+thirds+of+large+UK+businesses+hit+by+cyber+breach+or+attack+in+past+year+09052016122017
http://www.wired-gov.net/wg/news.nsf/articles/Two+thirds+of+large+UK+businesses+hit+by+cyber+breach+or+attack+in+past+year+09052016122017
https://www.theguardian.com/technology/2016/may/13/second-bank-hit-by-sophisticated-malware-attack-says-swift
http://www.juniperresearch.com/press/press-releases/online-transaction-fraud-to-more-than-double-to-$2

