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NFIB Disclaimer: While every effort is made to ensure the accuracy of the information or material contained in this alert, it is provided in good
faith on the basis that the Commissioner, the City of London Police and its police officers and staff accept no responsibility for the veracity or
accuracy of the information or material provided and accept no liability for any loss, damage, cost or expense of whatever kind arising directly
or indirectly from or in connection with the use by any person, whomsoever, of any information or material herein. The quality of the
information and material contained in this document is only as good as the information and materials supplied to the City of London Police.
Should you or your police force hold information, which corroborates, enhances or matches or contradicts or casts doubt upon any content
published in this Alert, please contact the City of London Police NFIB by return.

Any use of the information or other material contained in this document by you signifies agreement by you to these conditions.

%(_ % CITY°‘ LONDON To help you to prevent fraud and/or obtain details of our available courses, please
P O L l C E contact the City of London Police Economic Crime Academy via our website

.)'u\.,ﬁ 2 http://academy.cityoflondon.police.uk, or you can view our latest prospectus on

--..-..- o oEE m m B BN http://academy.cityoflondon.police.uk/images/prospectus

E R EEEEEREN
Economic Crime Academy

1|Page

NOT PROTECTIVELY MARKED


http://academy.cityoflondon.police.uk/
http://academy.cityoflondon.police.uk/images/prospectus

NOT PROTECTIVELY MARKED

NOT PROTECTIVELY MARKED

EMPLOYMENT FRAUD ALERT

The information contained within this alert is based on information from gathered by the National Fraud Intelligence
Bureau (NFIB). The purpose of this alert is to increase awareness of this type of fraud.

The alert is aimed at members of the public, local police forces, businesses and governmental agencies.

ALERT CONTENT

The National Fraud Intelligence Bureau (NFIB) has identified a number of reports where job seekers are being targeted
by fraudsters trying to obtain personal and banking details from them, or requesting money to secure accommodation.

Method

Individuals registering with job seeking websites or searching for jobs on The Student Room website are being
contacted by bogus recruitment companies/businesses asking them to complete application and interview forms
which request personal details and banking details, as well as copies of identity documents.

In some instances the applicant is invited along for interview, either in person or over the phone, to make the process
look as legitimate as possible. This is impacting on students and graduates looking for work both in the UK and

overseas. Some job seekers, as well as divulging personal details, have paid money to the fraudsters in order to secure
a bogus rental property alongside the job offer.

PROTECTION / PREVENTION ADVICE

How to Protect yourself:

e Check emails and documents from the recruiter for poor spelling and grammar — this is often a sign that
fraudsters are at work.

e If visa fees are mentioned, ask the embassy representing the country where you believe you will be working
how to obtain a visa and how much it costs. Check that the answers the potential employer or recruiter gave
you are the same — if they’re not, it may be a sign of fraud.

e Carry out thorough research to confirm that the organisation offering you the job actually exists. If it does
exist, contact the organisation directly using contact details obtained through your own research or their
website to confirm the job offer is genuine.

What to do if you’re a victim:

e If you think your bank details have been compromised or if you believe you have been defrauded contact your
bank immediately.

e Stop all communication with the ‘agency’ but make a note of their details and report it to Action Fraud.

e Warn the operators of the job website you used that their site is being used by fraudsters.

e If you have been affected by this, or any other type of fraud, report it to Action Fraud by visiting
www.actionfraud.police.uk or by calling 0300 123 2040.
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FEEDBACK

The NFIB needs feedback from our readers to evaluate the quality of our products and to inform our priorities. Please
would you complete the following NFIB feedback survey through: https://www.surveymonkey.com/r/FeedbackSDU.

This should take you no more than 2 minutes to complete. If you have other feedback or additional information that
you would prefer to provide by email please send to NFIBfeedback@cityoflondon.pnn.police.uk.

Handling Instructions

This report may be circulated in accordance with the protective security marking shown below and caveats included
within the report. The information contained in this report is supplied by the City of London Police in confidence and
may not be shared other than with the agreed readership/handling code without prior reference to the City of London
Police. Onward disclosure without prior authority may be unlawful, for example, under the Data Protection Act 1998.

The cover sheets must not be detached from the report to which they refer.

Protective Marking: NOT PROTECTIVELY MARKED

FOIA Exemption: NO

Suitable for Publication Scheme: YES

Version: V1

Storage File Location: G:\OPERATIONAL\Fraud_Intel\ID Crime
Purpose: Alert on Job Offer

Owner: NFIB Cyber

Author: 96585K

Review By: Senior Analyst

NOT PROTECTIVELY MARKED

3|Page


https://www.surveymonkey.com/r/FeedbackSDU
mailto:NFIBfeedback@cityoflondon.pnn.police.uk

